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Overview
• Problem

• Integrated Clinical Environment (ICE)

• How is DDS Connext Used

• Medical Internet of Things Platform

• Medical IOT à Big Data à Data Driven Healthcare

• The Future



User Requests
“We need complete, accurate and 
contextually aware data” “We need to change what is 

expected of technology in 
healthcare” 

“I want to monitor every patient at every 
bed in every country I have a hospital”

“Why can’t I manage my 
devices remotely?”

“Why can’t I pause an infusion 
pump when the person is 
overdosing?”

“Can I know in real-time how 
many ventilators I have?”

“I need to keep a patient 
alive for 5 days without a 
doctor present with what I carry 
in my backpack”

“how do I take my 30 years of 
experience and use it to help a new 
physician provide high quality 
healthcare?”

“Health data must be 
contextually aware”

“Why can’t this be 
automatically put in the 
medical record?”



Problems

•Architecture
•Data
•Process

J. Goldman, MD MGH



Architecture
EMR ES 1 ES 2

HIT/Device Solutions

Medical Device

New Solutions

X

• Device, point solutions and EHR are 
proprietary and vertically integrated.

• Integration is expensive, complicated & 
incomplete

• No way of bringing the data back to innovate



Data

• EMR data is infrequent

• Poor data quality 

• Proprietary vertically integrated data creates 

analytics  and clinical solution challenges

• Lacks consistent time stamps

• Lacks contextually complete data

EMR

100-200 
MB/day

Physiological 
Data

1-2 GB/day



ACT	– appeared	to	have	been	checked	22	minutes	after	heparin	
administration	(was	actually	30	min).	Could	à stroke.
Cause	– ACT	device	time	incorrect
(Note	- device	does	not	use	NTP)

10:54

11:02

ACT	Machine

8	minutes

EMR	time-stamp	error

Data	protocol	converter

EMR	screen

ACT	Machine

J. Goldman, MD MGH



Patient Monitor 
Recorded Low 
SpO2 Alarm Event 
“84%”

No evidence of low SpO2 in EHR
(blue ticks along top)

• 84% oxygen saturation detected 
by bedside physiological monitor

• Not recorded in permanent 
record

J. Goldman, MD MGH



EHR data – 1 point collected

Patient’s “actual” SpO2 minimum = 70% 

Pulse Oximeter Displayed 
SpO2 at 8-second 
averaging time SPO2= 75

60 Seconds

Example of possible EHR sample point

Based on this example,
EHR May record SpO2 as:
75%

J. Goldman, MD MGH



Sources of variation in EHR 
documentation d/t Data Sampling

Patient’s “actual” SpO2 minimum = 70% 

Pulse Oximeter Displayed 
SpO2 at 8-second 
averaging time SPO2= 75

60 Seconds

Example of possible EHR sample points for 1-minute recording

Based on this example,
EHR May record SpO2 as:
98%
92%
80%
75%
Etc.

J. Goldman, MD MGH



Process

Decision to Study

Interpret
Results

Feedback

ChangeAssemble
Relevant 
Data

Analyze
Data

Journals?

A Problem 
of Interest

http://www.learninghealthcareproject.org/section/background/learning-healthcare-system
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Patient Centered



Integrated Clinical Environment (ICE)

ICE Supervisor

Network
Controller

ICE	Interface

Data
Logger

External
Interface

Medical Device

ICE	Interface

Other Equipment

Integrated	Clinical	Environment	(ICE)

Clinician

Patient

• Work began in 2004

• ASTM F2761 standard

• New Data Logger Standard 
AAMI active

• 1 patient per ICE

• FUNCTIONAL architecture

• Currently new $14M in DoD, 
DHS funding supporting 
further development. In excess 
of  $30M in R&D in total.



• Based on Integrated Clinical Environment (1 ICE = 1 Patient)
• Distributed
• Open
• Standards based data model
• Cybersecurity and risk management is included

www.docboxmed.com

Medical IoT Platform



DocBox’s Platform

HADOOP
ClusterSingle	Patient	DB	and	App

Multiple	Patient	DB

ICE	Data	Bus

ICE	System	App

ICE	Clinical	App

ICE	Systems	Apps Clinical	Documentation	App

CDS	App	1 CDS	App	3

CDS	App	2

Medical	Device	(MD)

MD	1
MD	2

MD	3
MD	n

CDS	App	a

CDS	App	n

Hospital	IT	systems

EMR ADT Other

Enterprise
ICE	Systems	Apps	(more	than	1	patient)

Enterprise	Data	Bus

CDS	App	2
CDS	App	n

Clinical	
DocumentationCDS	App	1

ICE	(1	patient)

Interface

Remote	
Monitoring

ICE Component 



ICE Component

Medical Device App

System App User App

Operational
App

Clinical App

Equipment

ICE Compliance 
Medical Device
would consume and 
produce data
for the Data Bus and 
would communicate
that data through a 
Topic

A legacy (non-ICE 
compliant) medical 
device would 
consume and 
produce data for the 
Data Bus through a 
device driver

Examples of system 
apps include:
• Patient 

identification 
management

• Device 
management

• Operator identity 
management

Examples of 
operational apps 
include:
• No medical 

intended use
• Ex:  bed utilization, 

logistics of device 
use

Examples of clinical 
apps include:
• Flow Sheet 

Application

Examples of equipment include:
• Bar code scanner
• Room temperature sensor

RTI Connext DDS Data Bus 
(global shared memory space)

One Patient  ßàOne Data Bus

ICE Component



Data Model
• Utilizes IEEE 11073-10201, FHIR for data structures

• Utilizes IEEE 11073-10101, LOINC, SNOMED CT for 
nomenclature

• Patient centric and Data Centric

• Interface Definition Language (IDL) is created from 
Data Model

• Data Model is setup by Object Type and 
Nomenclature becomes key



Patient Component of Data Model

Patient

Patient
Identification

Patient
Demographics

Data Bus 
(global shared memory space)

One Patient  ßàOne Data Bus

TopicTopic



Objective State Pattern

Patient
Identification
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topics

data structure

topic data class
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Data Bus 
(global shared memory space)

One Patient  ßàOne Data Bus
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request TOPIC

Communication Pattern (Objective State Pattern)

DDS Data bus

state TOPIC

objective TOPIC

error TOPIC

App 1: 
Convey current state

state TOPIC value: 
Patient_Identification_status = 

admitted (to the ICE)

App 2: 
Convey request for change of state

request TOPIC value: 
Patient_Identification_request = 

discharged (from the ICE)

App 1: 
Convey acknowledgement  of request for 

change of state

objective TOPIC value: 
Patient_Identification_objective = 

discharged (from the ICE)

App 2: 
Convey error

Error TOPIC value = “PROCESSING 
ERROR”

There are 4 specific TOPIC types that are strongly coupled with the data structure 
for which they support.  These 4 types are state, request, objective, and error 
TOPICs.

Let’s consider the following example:  
• App 1 is the Patient Manager app (System App)
• App 2 is a Clinical App (e.g. Flow Sheet) that displays patient information on the 

monitor and can accept operator input

subscription action, 
acknowledgement 
of a request

publication action, 
publishing new
information

publication action, 
request to change
data on the bus

publication action, 
informing of an
error state



ICE Component Software Development Kit (SDK)
• Applications, Devices and Equipment will be able to connect, and 

V&V to the platform

• Regulatory Benefits , V&V is part of connectivity of FDA Master File 
(in process Q2 2018)

• Cybersecurity aspects will meet DoD RMF cybersecurity certification 
(in process Q2 2018)

• Funded by USAMRMC CMMRP W81XWH-17-C-0013
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Relevant 
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http://www.learninghealthcareproject.org/section/background/learning-healthcare-system



How Do You Close the Loop?
•Using an ICE architecture highly granular patient data can  

be collected
• ~1.5 – 2 GB per day per critical care bed

•Data is collected from multiple devices in a vendor agnostic, 
data centric, structured data model

•Data can be used for real-time and historical analytics

•Data can be viewed from both a clinical and operational 
perspective



IoT to Big Data

ICE	Data	Bus

Hadoop 
Cluster

+



Process - Clinical





6 month analysis using platform data August 2017 analysis

6 month analysis



Individual Bed Utilization by Day/Hour

• Blue - bed is 
occupied

• Can be provided 
in near real time 
(i.e. operations 
dashboard)

• Granularity to 
sub sec



Length of Stay Analysis
(hours)

Why are Sunday and Monday discharges so much longer?

*extubation is 
determined by when 
tidal volume is no 
longer available 
from ventilator
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All	
Patients

All	Patients	(hrs) 36.57

Excluding	those	
discharged	Sunday	
and	Monday	(hrs)

30.43

Average	Length	of	stay	(hrs)	for	March-
August	2017

Average Procedure Time in ICU

Example of breakdown 
by procedure
(this can be used as a 
quality metric when 
enough patients are in 
base data set. 

With a little more data, 
clinicians could easily 
see in real time that 
patient is not in line 
with care pathway



Clinical Data View







Closing the Loop

• New solutions can be deployed 

• Data is collected continuously

• Improvements are continuous based on data

• Innovation is enabled 

• Scale with new Apps on platform

Ask a Question

Interpret
Results

Feedback

Change
Measure 
Outcomes

Relevant 
Data Available

Analyze
Data

Build App/
Implement process

A Problem 
of Interest



Platform

Different
Problems

Slower Cycle

Rapid Cycle

Medical Internet of Things Creates Platform

http://www.learninghealthcareproject.org/section/background/learning-healthcare-system



What is Next?
• Add a Virtual Care Domain and associated Apps

• Implementation in pre-hospital environments

• SDK and Regulatory Framework for 3rd Party Apps

• Increased Bed Role Out for Data Collection

• More Apps

• mIoT testbeds for interoperability and cybersecurity



Thank You
WWW.DO CB OXMED.CO M
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ICE with DDS

Single	Patient	DB	and	App

Multiple	Patient	DB

RTI	DDS	Connext

ICE	System	App

ICE	Clinical	App

ICE	Systems	Apps Clinical	Documentation	App

CDS	App	1 CDS	App	3

CDS	App	2

Medical	Device	(MD)

MD	1
MD	2

MD	3
MD	n

CDS	App	a

CDS	App	n

Hospital	IT	systems

EMR ADT Other

Enterprise	Domain

RTI	DDS	Connext

CDS	App	2
CDS	App	n

Clinical	
DocumentationCDS	App	1

Interface

Remote	
Monitoring

RTI Recording Service 
(Data Logger)

Routing Service

DDS SecureIDL
Objective State Pattern IP mobility (SWIF)

ICE Domain

Remote Domain

DDS to Flume/Kafka to Hadoop


