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Our	customer’s	mission	critical	
systems	demand	high	quality	products 
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RTI Quality 
Management 
System 
 



		

•  Development	Process	Manual	
•  Naming	conventions	
•  Document	Organization	
•  Configuration	Management	
•  Branching	and	versioning	
•  Porting	process	
•  Coding	guides	
•  Design	and	code	reviews	
•  Testing	process	
•  Documentation	process	
•  Release	process	
•  Defect	management	
•  Root	cause	and	corrective	actions	
•  Maintenance,	Support	and	Escalation	processes	
•  IP,	legal	and	export	process	
•  Audit	process	
•  Vulnerability	management	process	
•  Etc.		
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Customers	can	sign	up	to		
the	security	notification	list		
by	emailing	security@rti.com	
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Documented development processes and best practices 
Development Milestones 

©2018	Real-Time	Innovations,	Inc.	Confidential.	

Design		
Review	

Engineering		
Req.	Freeze		

Feature	
Freeze		

Code	
Freeze		

Install	Testing	
Completed		

General		
Availability	
Release	(GAR)	
~1yr	

Patch	

(Maintenance	
Release)	

New	Architecture	

Major	Release	
HEAD	

SUPPORT	
BRANCH	

PORTING	
BRANCH	

Major	Release	

CUSTOMER	
BRANCH	

Customer	Specific	Feature	

Patch	

•  Each	release	can	include	new	features,	new	RTI	Connext	products,	architecture	ports	and	bug	fixes.		
•  Certain	features	are	listed	as	‘experimental’	or	products	may	be	‘Beta’	releases	

Note:	not	shown	are	release	branches	
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The Tools 
 



		

•  Configuration	management:	Git;	Atlassian	Fisheye		
•  Defect	management	and	traceability:	Atlassian	JIRA	
•  Enhancement	management:		Atlassian	JIRA	(and	Salesforce.com)	
•  Customer	case	tracking:	Salesforce.com	
•  Project	tracking	and	collaboration:	Atlassian	Jira,	Atlassian	Crucible,	Software	

Development	Folders	in	Egnyte,	Trello,	Microsoft	Project	and	Excel	
•  IDE:	Visual	Studio,	Eclipse,	SlickEdit,	Xcode,	atom,	zerobrane,	Wireframe	Sketcher	
•  Continuous	Integration:	Atlassian	Bamboo	
•  Memory	tools:	MemScope,	Rational	Purify,	Instruments	(Mac),	LeadDiag,	drmemory,	

Valgrind	and	JVisualVM	
•  Code	coverage	tools:	Rational	PureCoverage,	gcov	
•  CPU	profilers:	Callgrind,	Rational	Quantify,	JProfiler	
•  Static	Analysis	tools:	FindBugs	(Java),	clang	and	cppcheck	
•  Installers:	BitRock	InstallBuilder		
	

Work	in	progress:	Atlassian	
BitBucket,	Jenkins	CI	



		

Atlassian tools provides us full traceability 
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Dynamic Analysis using Valgrind with/without Buffer Pools 
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Testing 
Regression	testing	
Feature	testing	
Interoperability	testing	
Install	testing	
Performance	and	scalability	testing	
Security	testing	
Endurance	testing	



		

Unit tests - Regression testing  
Also provide a level of single node feature testing 



		

All	failing	unit	tests	are	analyzed.	Note	that	a	unit	test	may	fail	
not	only	because	of	a	functional	issue.	Other	reasons	include	

timing	issues,	infrastructure	issue,	platform	issue,	etc.		



		

Feature testing 

• Our	previous	automated	RTI	Connext	DDS	distributed	feature	
framework	has	been	phased	out	and	will	be	replaced	by	a	new	
automated	distributed	feature	test	framework.		

–  Local	node	feature	testing	is	covered	partially	within	unit	tests.			
– Manual	feature	testing	

• RTI	Connext	Micro	has	a	new	
distributed	feature	test	framework		
and	test	description	language.			



		

Interoperability testing 

•  Vendor	interoperability	testing	done	at	OMG	events	through	shapes	demo.		
•  RTI	Connext	product	interoperability	testing	is	currently	done	manually		

–  During	install	testing	of	various	services	and	tools,	during	development,	and	
during	release	testing	of	Micro.		

– Manual	testing	with	older	RTI	versions	is	done,	when	after	analysis,	we	
determine	there	is	a	risk	of	break	interoperability.		

•  Language	interoperability	testing	is	done	indirectly	through	the	usage	of	tools	
like	admin	console	(written	in	Java)	in	combination	with	applications	in	other	
languages.	We	have	also	added	automated	regression	tests	for	specific	features	
(e.g.,	keyhash).	

	
•  Note:	Interoperability	issues	are	documented	in	the	release	notes,	including	
backward	interoperability	options.		

	

	



		

Install testing captures integration and interop issues 

Manual	install	tests	plan	procedures	cover	

•  Installation	-	are	all	files	properly	installed?	
•  Graphical	User	Interface	tests,	e.g.,		

–  Integration	RTI	Launcher	with	Prototyper,	with	rtiddsgen,	
–  Admin	Console		

•  Documentation	tests	
•  Minimal	functionality		tests	for	all	products	using	the	
shipped	examples.		For	some	products,	we	run	a	full	
functionality	test	using	the	Getting	Started	Guide.		
This	is	performed	on	a	variety	of	platforms.		

•  Product	and	language	interoperability	testing	(limited)	



		

Automated Install testing 

•  Installation - filecheck to make sure files are properly installed.  
•  Running rtiddsping, rtiddsspy and prototyper  
•  Running rtiddsgen generated examples in C, C++, C++03. C++11, C++ 

CLI, C#, Java,  using a combination of static/dynamic and release/debug 
DDS libraries 

•  Running shipped examples using a combination of static/dynamic and 
release/debug DDS libraries 

•  Performance examples in C++ and Java 
•  TCP shipped examples in C 
•  On more than 80 different architectures including Windows, Linux, Solaris, 

Lynx, QNX, Darwin, VxWorks platforms. Not covered on e.g., VxWorks 
653, etc.    



		

Performance and memory profiling tests 

•  Unit	tests	capture	performance	and	memory	information	for	specific	functions	
•  A	bespoke	performance	test	(PerfTest)	is	used	to	characterize	the	performance	
of	Connext	DDS,	and	can	be	used	in	conjunction	with	other	products,	e.g.,	
Routing	Service.	(Available	on	community.rti.com)		

•  A	specific	memTest	was	created	to	monitor	the	memory	footprint	of	Connext	
DDS.		

	
•  Connext	Micro	captures	memory	information	through	its	test	framework	
•  Admin	Console	takes	performance	snapshots	of	performance	critical	functions.	
The	results	are	analyzed	over	time		

•  Continuous	integration	of	PerfTest	and	MemTest	tests	ensures	we	do	not	regress	
as	new	features	are	added	to	the	Connext	DDS	product.		



		

Automated performance, memory profiling and stress tests 
compare variations with previous revisions. Performance data is 
gathered at all levels of the product	



		

Automated	Memory		
Usage	Statistics	



		

DDS Secure Testing 

•  DDS Secure functionality testing, including negative testing. E.g.,  
–  configure DDS Secure with invalid governance or permissions file 
–  configure DDS Secure with configuration files, with duplicate grant or subject names. 
–  muck with the clock (e.g., provide a file with date past 2038) 
–  tamper with wire communication 
–  enable DDS Secure plugin with missing functions 

•  DDS feature interoperability testing - validating how security interoperates with various 
DDS features and products (e.g., reliability, batching, built-in types, CFT, different 
transports, routing service, persistence service, etc)  

•  DDS Vendor interoperability testing 
•  Robustness and Performance testing 

–  Valgrind (with/without RTI buffer mgt), perftest, discovery scalability  
•  Usability testing 
•  Red team testing at DoD IA Range in Quantico VA, part of the USS SECURE project  
•  Fuzz testing 



		

Endurance Testing 

Testing	for	memory	growth,	or	other	unexpected	scenarios	in	long	
running	scenarios:	
1.  Start	publishing	samples	using	a	high	sequence	number.	
2.  Remote	participants	appearing	and	disappearing.	
3.  Remote	endpoints	appearing	and	disappearing.	
4.  Endpoints	communicating	with	different	instances	and	

message	sizes,	including	batching.	
	
More	to	come.		
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The RTI IIoT Lab 



		

Our products are supported on a large set of architectures 
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The RTI HQ Lab Infrastructure consists of a large variety of target 
architectures, a virtualized build and test infrastructure for enterprise 
systems and a performance lab 
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Software Architecture 
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RTI HQ IP Mobility Test Lab 
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Great	products	are	built		
…	by	great	and	motivated	people	
…	with	the	right	tools		
…	and	guided	by	the	professional	processes	

With	Headquarters	in	Sunnyvale,	CA	and	a	Development	and	Support	Center	in	Granada,	Spain	



				

Thank	you	
	

#MunichConnextCon18	

jan@rti.com	


